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Threats from the environment

Critical
infrastructure

ICT system threats
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The «pre 5G» Perceived Global Risks Landscape 2019
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Trigger activities

« Co-op with various partners in SDN, VNF an 5G

« CleanSky
— Robust cloud service provisioning and management CIeanIS_II_(Iz mﬁ}

» Resilient Communication Services Protecting End-user Applications
from Disaster-based Failures

— Large-scale natural disasters RECODI —
— Technology-related disasters * e
from disaster-based failures et

— Malicious human activities

« Centre for Intelligent Electricity Distribution
— Risk assessment in the future distribution system

CINZLDI T

« Norwegian Center for Critical Infrastructures Cyber Security
(NORCICS); SFI application
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Vision for the “2020 network”

Mission Critical Service 2020 Network Social-Value Creation
£ o |
(LONF //‘:‘I = 8 :K
x ".«‘ — = Y SOCIdIEValue: Safer Cities &
Medical Care — ;‘j‘: o £ og platitorm Customers Public Services
Low Latency, Transportation

‘ Reliability
Ar,

Quality of Life

Open

%{& Innovation

Energy-Efficient,  Energy

— / COVQI'age -\"llllllll-.m.

Capacity  Entertainment

Industry
Eco-System

|
N
LE B |

Logistics g
Massive MTC
(Machine-Type Communication)

Figure 1. NEC’s vision for the “2020 network”

NEC. Network evolution toward 2020 and beyond
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ICT infrastructure also encompasses
information and services

Block-chains

- 5G slices
Maps & geographical data -
~ | services |- “electronic “ payments

Demographic data .

ITS information ‘

Information
infrastucture

Computing Storing

facilities

facilities

Physical
~ 4
>~ _ infrastucture .-

-~ -
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Significantly improved performance in the

Providing
Wireless access

radio access network

heterogenous cell structure,
new radio interfaces
mmWave, MIMO, ...
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5G

Providing the ICT
infrastructure support

Virtualizing of network internal and
external functions (SDN, VNF)

Use of «clouds»

Verticals — slices; adapted to customer and
service

Multi-tenant and multi-domain == tighter
integration between heterogenous actors
Orchestration and management



NFV

Control
Orchestrator
~_/ \
S~
’ S~
Network
external cloud
Access slice A Service slice X service provider
Access slice B Service slice Y Application N
Access slice C —
Service slice Z Application M
Access slice D
SDN

O] NTNU Kunnskap for en bedre verden



orange’

Tenant A
MOVNO

Senvice Efaph d@

TenantA
. WNF 1 [ VNFﬂ )

5G-
TRANSFORMER

5G-TRANSFORMER users
Mobile (virtual) network operators and vertical industries

: AUOS
GEa @F%
- Tenant D
Venizaem?tegeahh Verﬁca}ezrjgﬁtgmo(ive Vea::g:‘:nhr:‘ee(::? 4
SR (STt (Sewe gagho D)
[VFI F-‘i'fi_{{ ::1 VF4] ’ VF1 'v;;_ /

T

concept

2 v )

n*u(

Smncef ratan.~
IS dm?;’rss

Administrative Domain 1
(owned by Infrastructure Prowider X)

Resource
federation

Administrative Domain 2
(owned by Infrastructure Provider Y)

Vertical slicer (VS)

(50)

A. de la Oliva & al., 5G-Transformer: Slicing and orchestrating transport networks for industry verticals. IEEE
Communications Magazine, 56(8):78—84, August 2018.




Change in service delivery paradigm

a) To-days relation b) 5G integrates the application
into the communication infrastucture
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5G becomes the carrier of “all” critical infrastructures
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There are tough requirements

Technical Specification

Generation Partnership Project;
Technical Specification Group Services ang System Aspects;

rvice requirements for cyber-physicaj control applications in
vertical domains;

Stage 1

(Release 16)

3
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Critical infrastructure interdependencies
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S.M. Rinaldi, J.P. Peerenboom, and T.K. Kelly.
Identifying, understanding, and analyzing critical
infrastructure interdependencies.

Control Systems, IEEE, 21(6):11-25, 2001.
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Critical infrastructure interdependencies
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Critical infrastructure interdependencies
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Critical infrastructure interdependencies
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Critical infrastructure interdependencies
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Identifying, understanding, and analyzing critical
infrastructure interdependencies.

Control Systems, IEEE, 21(6):11-25, 2001.
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Critical infrastructure interdependencies
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Critical infrastructure interdependencies
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Shift in risk
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5G a disaster accelerator?

Fire 1 Power outage

/ Earthquakes

Escalation ‘ Cause

\Design flaws
Software failures
Attacks
Violated slice

Operation and

isolation
maintenance mistakes
Multi-tenant 2?2
® NTNU orchestration issues  pMultidomain

orchestration issues



Fire 1 Power outage

/ Earthquakes

SOrM e—— @ Avalanches

DeS|gn flaws

Software failures
Attacks
o ) Violated slice
‘Operation and isolation
maintenance mistakes
Multi-tenant

orchestration issues  pMultidomain
orchestration issues
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Fire Power outage

/ Earthquakes

SOrM e—— @ Avalanches

Design flaws

Softwa Will the edge cloud be a
disaster “booster”?
Attacks
o ) Violated slice
‘Operation and isolation
maintenance mistakes
Multi-tenant

orchestration issues  pMultidomain
orchestration issues
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Fire 1 Power outage

/ Earthquakes

Requirements / regulations /
certification for cross slice and/or
cross domain failure isolation.

Design flaws

Will the edge cloud be a }
disaster “booster”?
Attacks
o ) Violated slice
_ peration a_nd isolation
maintenance mistakes
Multi-tenant ?2?2?

orchestration issues  pMultidomain
orchestration issues
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May incident management
platforms be based on 5G?

Fire Power outage

\ / Earthquakes

Requirements / regulations /
certification for cross slice and/or
cross domain failure isolation.

Design flaws

Will the edge cloud be a }
disaster “booster”?
Attacks
o ) Violated slice
_ peration a_nd isolation
maintenance mistakes
Multi-tenant ?2?2?

orchestration issues  pMultidomain
orchestration issues
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Fire Power outage

/ Earthquakes

Requirements / regulations /
certification for cross slice and/or
cross domain failure isolation.

May incident management
platforms be based on 5G?

Requirements / regulations /
certification for network functions
(MANO) that may cause

catastrophes?

Design flaws

Will the edge cloud be a }
disaster “booster”?
Attacks
o ) Violated slice
_ peration a_nd isolation
maintenance mistakes
Multi-tenant ?2?2?

orchestration issues  pMultidomain
orchestration issues
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Fire Power outage

/ Earthquakes

Requirements / regulations /
certification for cross slice and/or
cross domain failure isolation.

May incident management
platforms be based on 5G?

Requirements / regulations /
certification for network functions
(MANO) that may cause

catastrophes?
Design flaws
Will the edge cloud be a }
disaster “booster”?
Attacks
How should multi—operator Violated slice
multi-tenant orchestration jeration and isolation
behave when a disaster ce mistakes
occurs? .
Multi-tenant 2?2

orchestration issues  pMultidomain
orchestration issues
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Fire Power outage

/ Earthquakes

Requirements / regulations /
certification for cross slice and/or
cross domain failure isolation.

May incident management
platforms be based on 5G?

Requirements / regulations /
certification for network functions
(MANO) that may cause

catastrophes?
Design flaws
Will the edge cloud be a }
disaster “booster”?
Attacks
How should multi—operator Violated slice
multi-tenant orchestration jeration and isolation
behave when a disaster ce mistakes
occurs? . )
Multi-tenant Should dealing with catastrophic

orchestration issues  Myltidomain events be a part of the SLA.
orchestration issues | Operator liability, ......
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Consequences of

Outage of all failures
infrastructure
in a wide area Mulid i
ulidomain
orchestra-
tion
Slice management
and orchestration
Interruption/outage
of critical ol

controller
plattform

(infrastructure) services
Virtual

and XAL infra_
VNF Edae structure
critical clogd manager
application platform SDN VNF
controller| Mmanager

services
and
applicatins

Interruption of a
singel or a few
service deliveries

Role of SW
>
Service Critical ICT intradomain ICT interdomain
function service infrastructure infrastructure
function provisioning provisioning
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Consequences of

Outage of all failures
infrastructure
/\ Mulidomain

in a wide area
SW fault tolerance

Sanity check of operations

Means ensuring
SW reliability Extensive QA during development and maintainance
Auditing and monitoring during execution; Rejuvenation if needed
e

SDN

Interruption/outage
of critical
(infrastructure) services controller

plattform Virtual

and xAL infra-
VNF structure
critical Sggg manager

application platform SDN VNF
manager

controller
services

and
_ applicatins
Interruption of a
singel or a few
service deliveries
Role of SW
>
Service Critical ICT intradomain ICT interdomain
function service infrastructure infrastructure
provisioning provisioning

function
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Consequences of

Outage of all failures
infrastructure
in a wide area /_\ . _
Mulidomain
SW fault tolerance
Means ensuring Sanity check of operations
SW reliability Extensive QA during development and maintainance
Auditing and monitoring during execution; Rejuvenation if needed
\/
Interruption/outage Hy:srr'
of critical \&
(infrastructure) services controller
plattform Virtual
and xAL infra-
Dependability and security requirements
Requirements from A o ¢ devel ) d mai
public authorities utorization of development org., operation and maintenance
Certifications Certifications
oo < >
~— and
_ applicatins
Interruption of a
singel or a few
service deliveries
Role of SW
>
Service Critical ICT intradomain ICT interdomain
function service infrastructure infrastructure
function provisioning provisioning
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A unpretentious indicative Google scholar search

5G "critical infrastructures”

Empirical comparison of virtualized and bare-metal switching for SDN-based 5G
communication in critical infrastructures

Preventive maintenance of critical infrastructures using 5G networks & drones

Net\I/vorI_< slicing for critical communications in shared 5G infrastructures-an empirical
evaluation

5G disaster

Towards efficient disaster management: 5G and Device to Device communication

On the disaster resiliency within the context of 5G networks: The RECODIS
experience

Challenges of 5G Usability in Disaster Management

On the disaster resiliency within the context of 5G networks

Robust Device-to-Device 5G Cellular Communication in the Post-Disaster Scenario
FI%B‘ER: A D2D based critical communications framework for disaster management
in

Post-disaster 4G/5G Network Rehabilitation using Drones: Solving Battery and
Backhaul Issues

Green Base Station Using Robust Solar System and High Performance Lithium ion
battery for Next Generation Wireless Network (5G) and against Mega Disaster
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Main takeaways
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Main takeaways

The conception that 5G may be
— a vehicle for infrastructure outage propagation
— the cause of infrastructure outages
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Main takeaways

The conception that 5G may be
— a vehicle for infrastructure outage propagation
— the cause of infrastructure outages

IS not paid significant attention.
The risk scenario will be significantly changed.

The challenge should be addressed in design, regulations
and operation
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