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Securing 5G for military use

With Public and Private 5G Network

Kennet Nomeland

Program Mime - Team 5G
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Threats in War:

* Fake messages
* Fake calls -
 Positioning of the Phone e

Mime - Team 5G Goal:
Securing 5G for military use in
peace, crisis and war :

Ukrainian army soldier Dasha, 22,

her phone after a military operation

Smartphones have been essential fe p* 4
combatants and civilians in the war. .
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Securing 5G for military use

EW

LPD/LPI Military E2E Encrypted Services
SWAP Application *  DevSecOps Teams

-

Crypto

Application control
Controlled Mobile Devices
VPN control

Mobile Device
Management

Improved security/Metadata control
High Availability
Necessary functionality e.g. PNI-NPN

Secure Mobi

5G Private Networks ~ PNI-  5G Military Network Slice
Tactical 5G NPN Strategic 5G

seration

Government

Regulations
National Autonomy,

Security, Spectrum

Government

Subsidy
Transmission, Power,

Rural Coverage

Strategic partner

High 5G competence
Security Law regulated

PNI-NPN= Public Network Integrated - Non Public Network
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Broad collaboration & Iterative Development > Key to success

%8 FUDGE-5G

'B'['ggne Imagine B5G - Telenor Research /EU

5G communication for tl@\
5G Scrune Military use
Team Robust [T
High availability ‘.
SAFe Secure A=
Scaled Agilg Necessary functionality and
Framework

services

>

> 2022 > 2023 » 2024 » 2025 > 2026
Adapting 5G to military use
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Network Slicing to separate Public and Military traffic

eMBB NW Slice

2G, 3G, 4G, 5G
( W

Public nationwide
5G SA network(s)

«mp)

Separation

Private 5G Network
Tactical 5G

Military NW Slice
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CNR coverage

CNR + 5G Modem 5G Public RAN

[~

5G Multi channeNRouter

Mil Slice

Nationwide coverage

Vision - Network based Defence

International
Roaming links

loT Devices 5G Public RAN ' Lj 7

Smart devi
mart aevices E
= |

> |
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Tactical 56 5G Coverage
on demand

ISOLATION

ilitary Clouds

Services, Al/ML

Remote Management

Remote Maintenance
N

Mil Slice = Nationwide Secure Connectivity and access to Secure
Services, JADC2, Remote Maintenance and Management

Tactical 5G = Guarantied Coverage and Capacity. Can work in both
Autonomous mode and Connected mode (when reach back is
available)
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PARTICIPATION AND BED DOWN OF FORCES

Natioas, a total 35 000 participants, eavisaged 16 000 landtroops

25

('y MOTATGAN ARMLD FONCES

.| Cold Response 22




Optical Video Sensors
Thermal Video Senso
Gunshot Detectior
Drone De

; Prlvate 5G > Guarantles Coverage, Capacity, Mobility to advanced sensors
- Wi 10 1







Internet of Military Things

controlled over 5G £




ULENDT. - SAR exercise
Lom 20-25 September 2022

T
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Task:
Create coverage with Private 5G in disaster area for SAR team
Establish “reach back” between Private 5G and Public
network
Establish video conference between users in Private 5G
network and remote HQ to improve SA and coordination

Foto: Jgrgen Hauge Skogmo/ NLA 12




ULENDT. - SAR exercise

Lom 20-25 September 2022
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Video > Improved Situational Awareness
Private + Public NW > Improved Coordination




ULENDT. - SAR ex

Lom 20-25 September 2
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Scenario: Locate missing persons in terrain

Task:

* Create coverage with high capacity Private 5G in search area

e Use UAV and Al/ML Edge in the Private 5G network to locate missing
people using different camera sensors (HD Video/ IR camera).
Use Mission Critical Push-To-Video for search personnel on the ground
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)A\Y; operated in Private 5G network and Pub 5G network (BLOS)
Al/ML analytics of High Quality video received from the UAV via 5G to detect relevant
objects/persons on the ground

Distribute video link from UAV (or Helicopter) with Al/ML*¢ontent tdfelevant First
Responders smart phones to get improved Situational Awareness p

Foto: Jgrgen Hauge Skogmo/ NLA 16
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Tactical 5G with Starlink
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Telia Tactical Networks @ Telia
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Telia tactical networks | Demo [DA 2

Nationwide Military Slice

e ——

Tactical 5G Network

Demo stations
1. Command center
2. Tactical network

3. PicoStar

TR———



Nationwide Defence Slice
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Prlvate 5G Network 5G CPE

ows

Military Cloud

<0

5G Cor
o
N,

Mil Slice

Military Cloud

5G Core D

)

T,

Military Cloud

5G Core DC
Core DC

Mil Slice

%, Joint All-Domain

%, Command and Control
%
%
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Edge Computing...the extended cloud

Utilize centralized clouds, 5G and Edge to create
Common SA and more Robust services
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5th Generation Changes Everything

Kennet Nomeland
Radio System Architect
Program Mime - Team 5G Foto: Morten Hanche/ Forsvaret ¥




