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Kennet Nomeland 

Program Mime - Team 5G 

Securing 5G for military use

With Public and Private 5G Network
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Smartphones used to control 
drones, document 
minefields, document enemy 
activities, communication…

Smartphones used for 
Intelligence, Surveillance 
and Reconnaissance in war
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Ukrainian army soldier Dasha, 22, checks 
her phone after a military operation. 
Smartphones have been essential for 
combatants and civilians in the war.

Mime - Team 5G Goal:
Securing 5G for military use in 
peace, crisis and war

Threats in War:
• Fake messages
• Fake calls
• Positioning of the Phones/Modems
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Application

Mobile Device 
Management

Mobile Devices

Secure Mobile Core

Infrastructure

Military E2E Encrypted Services
• DevSecOps Teams

• Application control 
• Controlled Mobile Devices 
• VPN control

• Unclassified / Classified
• COTS / MOTS / IoT  Devices
• MFA: NFC/FIDO -Biometry - Password

• Improved security/Metadata control

• High Availability
• Necessary functionality e.g. PNI-NPN

Securing 5G for military use
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• Use of multiple fibre core networks
• Coverage in important areas
• Coverage on-demand

Edge Computing

5G Private Networks
Tactical 5G

5G Military Network Slice
Strategic 5G

Government 
Subsidy

Government 
Regulations

National Autonomy, 
Security, Spectrum

Transmission, Power, 
Rural Coverage

Strategic partner

High 5G competence 
Security Law regulated

PNI-
NPN
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PNI-NPN= Public Network Integrated – Non Public Network
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Defence renewal program MIME  (funding until 2030 )

Adapting 5G to military use

Commercial  
Live Networks

Commercial agreement(s)

* eMBB
* MIL NW Slice
* Tactical 5G?

5G communication for 
Military use
• Robust
• High availability
• Secure
• Necessary functionality and 

services

FFI (Norwegian Defence Research Establishment) Research, Analysis

Selection of 
partner(s)

NSM (Norwegian National Security Authority) Research, Analysis

20262022 2024 20252023

Broad collaboration & Iterative Development > Key to success

FMA (Norwegian Defence Materiel Agency)  Project management, procurement

CVS + HVS (Prototyping, Doctrines)

Tactical 5G + Mil Slice

5G Scrum 
Team

SAFe
Scaled Agile 
Framework

Pilot networks 
Years ahead of 

commercial 
networks

Tactical 5G + Mil Slice

VINNI-Next  - Telenor Research - Microsoft

COMPAD 5G  FFI – SINTEF - Telenor Research /EDF 

Imagine B5G  - Telenor Research /EU
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Network Slicing to separate Public and Military traffic

Public use
• Roaming abroad
• Social media
• Access to Internet

Military use  
• Dedicated 5G SA Core -Only Data 
• Shielding of Metadata 
• Removal of attack vectors (No 

Roaming /No Internet/No E.164)

• No fake sms/voice calls
• Not possible to locate User 

Equipment (Ue)
• Autonomy

2G, 3G, 4G, 5G 

Public nationwide 
5G SA network(s)

Better Availability

Military Services

Improved Security

eMBB NW Slice
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Military NW Slice Private 5G Network

Edge Computing

@

Tactical 5G

PNI-
NPN
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Mil NW slice

Vision - Network based Defence

eMBB NW slice

Services, AI/ML

ISOLATION

Military Clouds

International 
Roaming links

Removed attack vectors

Sensitive info shielded

High Availability

IoT Devices

Smart devices

CNR + 5G Modem

High Grade 
Crypto

Low Grade 
Crypto

IoT Devices

5G Public RAN
CNR coverage

5G Coverage 
on demand

5G Public RAN

IoT Devices

Mil Slice
Nationwide coverage

5G Multi channel Router

Tactical 5G

Mil Slice = Nationwide Secure Connectivity and access to Secure 
Services, JADC2, Remote Maintenance and Management

Tactical 5G = Guarantied Coverage and Capacity. Can work in both 
Autonomous mode and Connected mode (when reach back is 
available) 

Remote Management

Remote Maintenance
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Cold Response 22Smart Port
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Optical Video Sensors
Thermal Video Sensors
Gunshot Detection System
Drone Detection System
Counter UAS System 

Smart Port

Private 5G > Guaranties Coverage, Capacity, Mobility to advanced sensors

Tactical 5G
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Foto: Torbjørn Kjosvold / Forsvaret

Drone control

UGV control

BMS running on military edge:
Video + Control via 5G + Blue Force Tracking/
Field Of View shown in BMS map

Internet of Military Things
controlled over 5G

Robot control

HD Video over 5G used in combination with Autonomous vehicles in dangerous areas 
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Scenario: Rescue operation in a area with no phone coverage 
Task:
• Create coverage with Private 5G in disaster area for SAR team
• Establish “reach back” between Private 5G and Public 

network 
• Establish video conference between users in Private 5G 

network and remote HQ to improve SA and coordination

ULENDT.  - SAR exercise
Lom 20-25 September 2022

Foto: Jørgen Hauge Skogmo/ NLA
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ULENDT.  - SAR exercise
Lom 20-25 September 2022

Video > Improved Situational Awareness
Private + Public NW > Improved CoordinationAlpine SAR Team (Private 5G) in Video conference with external users in Public NW 
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Scenario: Locate missing persons in terrain
Task:
• Create coverage with high capacity Private 5G in search area
• Use UAV and AI/ML Edge in the Private 5G network to locate missing 

people using different camera sensors (HD Video/ IR camera). 
• Use Mission Critical Push-To-Video for search personnel on the ground

ULENDT.  - SAR exercise
Lom 20-25 September 2022

Foto: Kennet Nomeland/ FMA
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ULENDT.  - SAR exercise
Lom 20-25 September 2022

5G + UAV+ AI/ML = Possibilities
• UAV operated in Private 5G network and Public 5G network (BLOS)
• AI/ML analytics of High Quality video received from the UAV via 5G to detect relevant 

objects/persons on the ground
• Distribute video link from UAV (or Helicopter) with AI/ML content to relevant First 

Responders smart phones to get improved Situational Awareness
Foto: Jørgen Hauge Skogmo/ NLA
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Tactical 5G with Starlink

Autonomous 5G Network Battery + External 220V/48VReach Back via Satcom, 4G/5G, Fiber
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Internal

Telia tactical networks | Demo IDA 2

Nationwide Military Slice 

Tactical 5G Network
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Military Cloud

Tactical (Private) 5G Network

Nationwide Defence Slice 
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EDGE

IoT

Autonomy 
In the tactical domain

Private 5G Network

5G Core DC 

5G Core DC 
5G Core DC 

5G Core DC 

EDGE

Private 5G Network 5G CPE

5G gNB

Military Cloud 

Joint All-Domain
Command and Control

Military Cloud 

Edge Computing...the extended cloud

Tactical 5G

Mil Slice

Mil Slice

Utilize centralized clouds, 5G and Edge to create 
Common SA and more Robust services

5GC

Military Cloud 



22Foto: Morten Hanche/ Forsvaret

5th Generation Changes Everything

Kennet Nomeland
Radio System Architect
Program Mime - Team 5G


